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HHCTPYKIUA
aAMHHHCTpaTopa 6e30nacHOCTH HHPOPMAUHOHHBIX CHCTEM MEPCOHATLHBIX TAHHBIX
MyHHIHNAIbHOE G0/KeTHOE I0MKO0/IbHOEe 00pa30BaTe/IbHOE YPEA/IeHHE
nperckui cag Ne 20 «KpacHas manouxa»

I. OBINUE MOJOKEHHS

I.1. Jlanuas MHCTpyKIus onpesenseT OCHOBHBIE 00S3aHHOCTH H IIpaBa aJMHHHCTPAaTOpa
6e30MacHOCTH HH(POPMAIIMOHHBIX CHCTEM MEPCOHANBHBIX JTaHHBIX MBJIOY nmerckmii can Ne 20
«KpacHas mamoyxa.

[.2. ArMuHHCTpaTOp 0€301acHOCTH HH(POPMAIMOHHEIX CHCTEM MEPCOHAIBHBIX NaHHBIX
(manee — UCTI/{n) sBisetcs cotpyanukom MBJIOY netcknit cajx No 20 «KpacHas manouka» o
Ha3HAYaeTCs MPUKA30M YYPEKICHHS.

1.3. Pemenne Bonpocos oGecriedeHns HEGOPMALHOHHOH 0€30I1aCHOCTH BXOHT B MPAMBIE
cnyxkeOHbIe 06A3aHHOCTH aIMHHHCTPaTOpa 0€3011aCHOCTH WCTITn.

1.4, Aqmunuctparop Oezomacioctd MCIIJIn obnazaer mpaBamu JOCTyHa K m00BIM
MIPOrpaMMHBIM U aMMapaTHbIM pecypeaM yUpeskIeHH.

I1. TEPMUHBI U ONTPEAEJEHUS

I1.1. ABToMaTH3HpOBaHHOe paGodee mMecto (APM) — mepcoHaNBHBI KOMIBIOTED H
NOIKMOUeHHble K HeMy nepudepuiiHble ycTpoHCTBAa — MPHMHTEP, MHOTOQYHKIHOHAIBHEIC
YCTpOHCTBA, CKaHEepHl ¥ T.J.

11.2. BaoknpoBaHUe MEePCOHAILHBIX JAHHBIX - BPEMECHHOEC NpPEKpALEHHE obpaboTkn
[ePCORATBHBIX TAHHBIX (38 HCKIKOYCHHEM CITydae, ecii 06padoTka Heo0X0IHMa UL YTOUHCHHA
IepCOHATBHBIX NaHHbIX) (cm. 3 @3 P® om 27.07.2006 2. N 152-D3 «Q nepconaibHbIX OaHHBIXY).

IL.3. Joctyn & HHPOPMALHH — BO3MOKHOCTh IOJYICHHA uHpopMaumH u e
ycnons3osanus (cm. 2 @3 P® om 27.07.2006 2. N 149-P3 «O6 undopmayuu, UHGDOPMAYUOHHBIX
MEXHONO2UAX U 3awUme UHGOPMAayuu).

11.4. 3amura uudopManuun —  JEATCNBHOCTE 110 IPEIOTBPAIICHUIO  yTEHKH
nH(OPMALIHH, HECAHKUMOHMPOBAHHEIX U HENPeIHAMEPEHHBIX BO3/CHCTBHH Ha HH(POPMALHIO, TO
eCTb TIPOIIEcC, HANPABEHHBIH Ha JOCTHKEHHE HHPOPMAILMOHHOIH 6e30MacHOCTH.

I1.5. Auopmamusi - cBejeHus (cooOImeHus, JIaHHbIe) HE3aBHCHMO OT (GopMBI  HX
npencrasienns (cm. 2 @3 PO om 27.07.2006 2. N 149-P3 «06 unopmayul, UHGOPMAyUORHbLX
MEXHON02USAX U 3AUUMe UHPOPMAYUUY).

11.6. UndpopManuoHHasi cHETEMA MEPCOHATbHBIX IAHHBIX (UCI1/IH) - COBOKYNHOCTE
cogepkamuxcs B 0azax JaHHBIX MEPCOHANBHBIX JAHHBIX 1 obecreunBaoumx HX 00paboTKy
WH(OPMALHOHHBIX TEXHONOTHH 1 TEXHHUECKHX CcPeAcTB (cm. 3 @3 PD om 27.07.2006 2. N 152-
@3 « O nepcoranbHbIX OAHHBIX)).

11.7. Hecankunonuposanusiii gocryn (HCJL) — noctyn k MHMOpMALIHH, XPAHAIICHCs Ha
PasIUYHBIX THIAX HOCHTeNeH (OyMaKHBIX, MAarHHTHBIX, OTITHYICCKHX H T. 1) B KOMIIBFOTEPHBIX
faszax NaHHBIX, (AIOBBIX XPAHHIHINAX, APXMBAaX, CEKPETHBIX HACTAX H T. X, PA3THIHBIX
OpraHu3aImi myTéM H3MeHeH s (MoBbIIeHNs, QaTbcH(HKALIIN) CBOMX IIPAB 10CTYNA.



KOMIIBIOTEPHBIX 0a3ax JaHHBIX, (DalIOBBIX XpaHWIUINAX, apXMBaX, CEKPETHBIX YacTAX U T. 1.
pa3IMuYHBIX OpraHu3aluil MmyTéM H3MEHEHHs (TOBBIILIEHUS, (anbcuduKali) CBOUX IpaB

JOCTyIa.
I1.8. Hocurear wuHopmanum - 11000 MaTepualdbHBIE OOBEKT WIH cpeaa,
UCTIOJIb3YEMBIH JIJIs1 XpaHEHHs WK Nepeaayd HH(OPMAIHH.
I1.9. O6paboTka mnepcOHAJBHBIX [JAaHHBIX - Jt00Oe JeicTBUE (omepauusi) WIn

COBOKYIHOCTb  JACWCTBHH  (Omepanuii), COBEpIIAEMBIX C  HUCIOJIb30BAHUEM  CPEJICTB
aBTOMATH3alUM WIK 0€3 HUCIOJIb30BaHUs TAKUX CPEJCTB C MEPCOHAIBHBIMU JTaHHBIMU, BKJIHOYAS
cOop, 3anmuch, CUCTEMATU3AIMIO, HAKOIUIEHUE, XpaHEeHHe, yTOuHeHHEe (0OHOBIIEHHE, H3MEHEHHE),
U3BJIEYEHHE, HCMOJb30BaHUE, Iepenady (pacnpocTpaHeHHe, NpeaoCTaBiIeHHE, JOCTYII),
o0e3nuynBaHue, OJOKUPOBaHME, yHaleHHE, YHUUTOXKEHHE MEepCOHANBHBIX JaHHBIX (cm. 3 D3
P® om 27.07.2006 2. N 152-®D3 «O nepconanvHblX OQHHBIXY).

I1.10. IlepconanbHble JaHHbIe - J00as WMHPOpPMALUSA, OTHOCIMIASCS K MPSIMO WIIH
KOCBEHHO ONPEJECIIEHHOMY WIH ONpefenseMomMy (pusndeckoMy Uiy (CyObeKTy MepCcOHaNIbHbBIX
naHHbIX) (cm. 3 @3 P® om 27.07.2006 2. N 152-D3 «O nepcoHanbHblX OaGHHbIXY).

II.11. CpeactBo 3ammutbl uHpopmanmuum (C3U) — TexHuueckoe, NPOrpaMMHOE
CPEeACTBO, BELIECTBO M (MJIM) MaTepuall, MpeJHa3HAYCHHbIE WU HCIIOJIb3yeMble IS 3aIlUThI
nH(pOopMaLuu.

I1.12. Yrpo3sl Oe3omacHocT mnepcoHaJbHbIX AaHHBIX (YBIIJH) - COBOKYmHOCTH
ycloBUM M (DaKTOPOB, CO3JAIONIIMX ONACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM 4YHCIIE
CIIy4ailHOTO, JOCTyla K II€PCOHAJIbHBIM JAHHBIM, pPE3YJbTaTOM KOTOPOTO MOXET CTaTb
YHUUYTOXXEHUE, H3MEHEHHE, OJIOKMpOBaHHME, KOMUPOBAaHUE, PACIHpPOCTPAHEHUE NEePCOHATBHBIX
JaHHBIX, a TaKXKe MHBIX HECAaHKIMOHUPOBAHHBIX JeHCTBUH mpu uX 00paboTke B
MH(GOPMALIMOHHON CHCTEME NEepCOHANBHBIX JaHHBIX (Memoouka onpedeneHus axkmyanibHuIX
Yepo3 6e30nachocmu nepCoHANbHbIX OAHHBIX NPU UX 00pabomKe 6 UHGOPMAYUOHHBIX CUCEMaX
NepCOHANbHBIX OaHHbIX (Ymeepocoena 3amecmumenem oupexkmopa PCTIK Poccuu 14 pespans
2008 2.))

I1.13. YHuYTOKEeHHEe NEePCOHAJBHBIX JAHHBIX - JICUCTBUS, B pPE3yNbTaTe KOTOPBIX
CTAHOBUTCSI HEBO3MOXHBIM  BOCCTAHOBUTb  COJIEP)KAaHHWE  IEPCOHAIBHBIX  JaHHBIX B
MH(GOPMALIMOHHON CHUCTEME TMEpPCOHANbHBIX JaHHBIX M (WIM) B pe3yjibTaTe KOTOPBIX
YHUUYTOXKAIOTCS MaT€pUAIIbHbIE HOCUTENIN NEPCOHANIBHBIX JaHHBIX (cm. 3 @3 PD om 27.07.2006
2. N 152-D3 «O nepconanbHbix OAHHBIXY).

1. JOJIKHOCTHBIE OBA3AHHOCTH

Anmunuctpatop 6e3onacHocti MCI1/IH 06s13an:

III.1. 3HaTh nepeveHp U yCiaoBUs 00paOOTKH MEPCOHATBHBIX TAHHBIX B IIKOJIE.

I11.2. 3HaTh nepedyeHp yCTaHOBICHHBIX B KAOMHETaX MIKOJIbI TEXHUUECKUX CPEJICTB, B TOM
yucine CchEMHBIX HocuTener, koHpurypamuro MCII/IH m mepedyeHsb 3amay, pemraembix ¢ €€
HCIIOJIb30BaHUEM.

I11.3. Onpenensats moaaomouns nosb3oBatenein UCII/IH (opopmieHue paspenuTenbHOU
CHCTEMBI JOCTyIa), MUHUMAJIbHO HEOOXOIUMBIX UM ISl BHITIOJIHEHHS CIYKEOHBIX (TPYHOBBIX)
00s13aHHOCTEH.

II1.4. OcymecTBiATh YYET U NEPUOAMUECKUN KOHTPOJIb HaJl COCTABOM U IOJHOMOYMSIMU
MOJIB30BATENICH aBTOMAaTU3UPOBAHHBIX pabouux mecT (nainee APM).

II1.5. OcymecTBiATh ONEPATUBHBIN KOHTPOJb 32 pabOTON I0JIb30BATENEH 3aIIUIIEHHBIX
APM u anekBaTHO pearupoBaTh HA BO3HUKAIOIINE HEIITATHBIE CUTYalIUH.

I11.6. biiokupoBaTh IOCTYN K MEPCOHAIBHBIM JaHHBIM IMPH OOHAPYKCHHUU HAPYILICHHH
Mopsiika uX 00padOTKH.

II1.7. PearpoBaTth Ha MOIBITKM HECAHKIMOHWPOBAHHOIO JOCTyNa K HH(POpPMALUU B
YCTaHOBJICHHOM CT. 4 HacTosiedn MHCTpyKiuu.

II1.8. YcranaBnuBaTh W OCYHIECTBISTh HACTPOWKY CPEACTB 3aIIUTHl MHPOPMALUHU B
paMKax KOMIIETEHIIUH.



II1.9. OcymiecTBAATh HEMOCPENCTBEHHOE YIPABICHHE U KOHTPOJb PEKUMOB PaOOTHI
¢bysakuonuposanus npumensiembix B MCIIIH cpenctB 3amuTsl MHGOpPMAIUU, OCYIIECTBIISTD
MIPOBEPKY MPABUILHOCTH MX HACTPOIKH (BEIOOPOUHOE TECTUPOBAHHME).

II1.10. Tlepuonnyeckn KOHTPOJIUPOBATH IEJIOCTHOCTh MeyaTeil (IIoMO, Hakieek)
TEXHUYECKUX CPEJICTB, UCIOIb3YEMBIX JIJIs1 00pabOTKH NMEePCOHATIBHBIX JAHHBIX.

II1.11. TIpoBoauTh pa®OTy MO BBISBICHUIO BO3MOKHBIX KaHAJIOB yT€UKU MEPCOHATBHBIX
JAHHBIX, U3y4aTh TEKYIIME TCHCHIIUU B 00JIACTH 3aIUThI IEPCOHATIBHBIX JAHHBIX.

II1.12. TIpoBomuTh  pa3buparenbcTBa W COCTABJIEHHWE 3aKIIOYEHUH 1O  (akTam
HECOOJIOJICHNs] YCJIOBUN XpaHEHUsI HOCUTENECH NepCOHANbHBIX JAQHHBIX, HApYLIEHHUs IPaBHUI
paboThl ¢ TeXHUUECKUMH U TiporpamMMHbiMu cpenctBamu MCII/IH, B ToM yucie co cpenctBaMu
3alMThl MH(MOPMAIIUK, UM 0 IPYTUM HapyIIEHHsIM, KOTOPbIE MOTYT NMPHUBECTU K CHUKEHUIO
YPOBHSI 3aUIIIEHHOCTH ITEPCOHAIBHBIX JAHHBIX.

II.13. [IpenocraBnare noctyn k MCII/IH HOBBIM MOnBb30BaTENsIM, MPEIOCTABIATH UM
BO3MOXKHOCTbh 33/1aTh IapoJib, COOTBETCTBYIOLIUI TpeboBaHusAM «MHCTPYKIIMK MO OpraHU3aI|H
[IapOJILHOM 3aILUTBD.

I1I.14. IIpon3BOAUTE MEPONPUATHS MO BHEIUIAHOBOW CMEHE Maposieil B COOTBETCTBUM C
«MHCTpYyKIMEH 0 OpraHu3aly NapoIbHOU 3aILUTHD).

III1.15. BHOCHTh TMJIaHOBBIE W  BHEIUIAHOBBIE HM3MEHEHUS B  YYETHYIO  3aluCh
nonb3oBarened CII/IH, B ToM uuciie mo TpeOOBaHUIO PYKOBOIUTENS OTHeNa U B Ciydae
YBOJIBHEHUS COTPY/IHHKA.

II1.16. OcymiecTBIATh MEPUOIUYECKOE PE3epPBHOE KOMMPOBaHUE 0a3 IMEepPCOHAIBHBIX
JAHHBIX U COMYTCTBYIOIEH 3aIMIaeMoil MHPOpMAIUH, a TaKKe OCYLIECTBIISTH BHEIUIAHOBOE
CO3JlaHMe pe3epBHBIX Komuil mo TpedoBanuto nonb3oBateneil UCII/H u B MHBIX cioydasx, KOrja
3TO HEOOXOUMO ISl 00eCTIeYeHHs] COXPAaHHOCTU NMEPCOHAIBHBIX JaHHbBIX.

I1.17. OcymiecTBnATh BOCCTAHOBJIEHHE HH(GOpPMAIMM U3 PE3EPBHBIX KOMMHA IO
TpeboBanuto moib3oBareneid MCII[JH w B WMHBIX cCiydasx, KOTJa 95TO HEOOXOAMMO st
BOCCTaHOBJICHUS YTPAYEHHBIX CBEJICHUN.

II1.18. Xpanuth AUCTPUOYTHUBBI NIPOrpaMMHOrO OOECHEYEHHUs, YCTAaHOBJIEHHOTO B
WCII[H, B TOM 4Hciae AUCTPUOYTUBBI CPEACTB 3aIUTHl HHPOPMALIUHU, B MECTE, HCKITIOYAIOLIEM
HECAaHKIIMOHUPOBAHHBIN JOCTYNl K HUM TPETHUX JIUIL.

III.19. BHocuTte CcBOM  TPEUIOKEHHS 10  COBEPLICHCTBOBAHUIO MEp  3alIUTHI
nepcoHanbHbIX JaHHBIX B MCII/H, pa3paboTke W NOPUHATUHM Mep IO NPEJOTBPAIICHUIO
BO3MOJKHBIX OIIACHBIX IIOCIEACTBUM HApYLIEHUN, MPUBOMAIIMX K CHUXKCHUIO YPOBHS
3AIIAIIEHHOCTH IEPCOHATIBHBIX JaHHBIX.

II1.20. 3naTe 3akoHOmaTenbcTBO P® 0 mNEpCcOHANBHBIX [JaHHBIX, CIEAUTH 3a €ro
N3MEHEHUSIMU.

[I1.21. BBIMONHATS UHBIE MEPONPUATHA, TpeOyeMble TEXHHUYECKHMMU W MPOrPaMMHBIMH
cpeactBamu MCIIIH mist moanepkanus ux GyHKIHOHUPOBAHUS.

IV. JEMCTBUS ITIPU OBHAPY KEHUHU ITOIIBITOK
HECAHKIIMOHUPOBAHHOI'O JOCTVYITA

IV.1. K noneiTkam HECAaHKIIMOHUPOBAHHOT'O JIO0CTYIIa OTHOCSITCS:

IV.1.1. ceancor pabotel ¢ MCII[IH He3aperucTpupoBaHHBIX MOJIb30BaTENEH, HIN
I10JIb30BATENE, HAPYIIMBIINX YCTAHOBIEHHYIO NMEPUOJUYHOCTH JOCTYIa, WM CPOK AECHCTBUSA
MOJIHOMOYHM KOTOPBIX UCTEK, WK MPEBBIIIAIOIINX CBOU MTOJIHOMOYHS 10 JOCTYIY K JaHHBIM;

IV.1.2. neificTBUsL TpETHErO JIMIA, MBITAIOMIETOCS MOJYYUTh JOCTYN (MM yXkKe
nonyuuBmero pgoctyn) k MCIIJIH, mpu ucronb30BaHMU Y4Y€THOW 3alKMCH aIMUHHCTpaTopa
i apyroro monb3oBatens MCII/IH, meromom mnoadopa maposs, HCIOJIb30BAaHHS MapoJs,
pa3riaéHHOro BIaAeableM YUETHON 3alIUCH WIIH JIFOOBIM IPYTUM METOOM.

IV.2. Ilpu BeIsiBIeHNH  (aKkTa HECAaHKUMOHHMPOBAHHOTO  JOCTYNA  aJIMHHUCTPATOP
6e3onacHoctu MCII/Ix 00s3aH:



IV.2.1. npexparute HecaHKIIMOHNPOBaHHbIN nocTyn K UCII/IH;
IV.2.2. nonoxuth DUpeKTOpy WIKOIBI O (akTe HECAaHKIMOHUPOBAHHOTO JOCTYTIA,
€ro pe3ynbrare (YCHEIIHbIN, HEYCIEIHbIN) U IPEANPUHATHIX JEHCTBUSIX.

V. IIPABA

Anmunuctpatop 6e3onacHocti MCIT/IH nmeet npaso:

V.1. Tpe6oBats ot nonb3oBareneit UCIIH BbITOTHEHUS HHCTPYKIIUK B YaCTH PabOTHI ¢
porpaMMHbIMU, annapatHbiMu cpeactBamu UCIIIH u nepcoHaIbHBIMU JAHHBIMHU.

V.2. brnokupoBaTh JOCTYN K MEPCOHATBHBIM JaHHBIM JIIOOBIX MOJb30BaTeNCH, €CIIU 3TO
HEO0O0XO0IUMO TSI IPEIOTBPAILCHUS HAPYIICHUS PEKUMA 3aIUTHI TICPCOHAIBLHBIX JAHHBIX.

V.3. [IpoBoaNTh BHEIUIAHOBBIE AHTUBHUPYCHBIE MPOBEPKU IMPH BO3HUKHOBEHUH YTPO3bI
MOSIBJICHUSI BPEJIOHOCHBIX MPOTPAMM.

V4. Ilpon3BoauTh NMEPUOJIUYECKHE IOIBITKMA B3JIOMa Napojeill MOJb30BaTENel B LEIIX
TECTUPOBAHUS CUCTEMBbI KOHTPOJISI IOCTYNla Ha HaJIM4Me YysI3BUMOCTEW. B ciydae ycnemHon
MIOTIBITKY — BIIpaBe TpeOOBAaTh y MOIb30BATENsI H3MEHEHUS apoJIs.

V.5. [IpoBoauTh ciry:KeOHBIE paccleOBaHUs U ONPANINBATH MOJb30BaTENCH MO (akTam
HECOOIOACHNUS YCIIOBUN XpaHEHUS HOCUTENEeH MEepPCOHAJIbHBIX JAaHHBIX, HApYIICHUS IPaBUII
paboThI ¢ TeXHUYECKUMH U TiporpammHbiMu cpenctBamu MCII/IH, B ToM 4yuclie co CpencTBaMu
3alUThl MHPOPMAIMK, WU [0 APYTUM HApYLIEHUSM, KOTOPhIE MOTYT NMPUBECTH K CHHKEHHUIO
YPOBHSI 3alTUIIEHHOCTH NEPCOHAIBHBIX JAHHBIX.

VI. OTBETCTBEHHOCTD

VI.1. Anmunuctpatop 6e3onacuoctu UCII/x HecéT nepcoHalIbHYI0 OTBETCTBEHHOCTH 3a
coOmonenre TpeboBaHul Hacrosmied WHcTpykuuu, 3a cpeacTtBa 3allUThl  HMHQOpPMAIHH,
IpUMEHsIeMbIe B IIKOJIE, 32 Ka4eCTBO MPOBOAMMBIX UM paloOT 1Mo obecredeHnto 0e30macHOCTH
MEPCOHAIBHBIX JaHHBIX W 3a BCE JEWUCTBHUSA, COBEPIICHHbIE OT UIMEHHM €ro y4yéTHOW 3alucu B
WUCII[H, ecimm Cc ero CTOPOHBI HE OBUIO NPEANPHHATO HEOOXOJMMBIX JEHCTBUH s
[IPEIOTBPALCHHS] HECAHKIIMOHUPOBAHHOTO MCIIOJIb30BAHUS €T0 YUETHOM 3aMHCH.

VI.2. Anmunuctpatop 6e3omacHoctd MCIIIH npu HapymieHMH HOPM, PETyIUpPYIOIIUX
nosryuyeHue, o0paboTKy M 3alIUTy MEPCOHANbHBIX JAHHBIX CYOBEKTa, HECET MUCLMILTUHAPHYIO,
aJIMMHUCTPATUBHYIO, IPa’kJaHCKO-IIPAaBOBYIO U YIOJOBHYIO OTBETCTBEHHOCTh B COOTBETCTBUU C
3aKoHOJaTenbCTBOM Poccuiickoit denepannu.



